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School website photography and
pupil safety in the age of Al

Photography remains an important part of how schools present themselves online. It
helps families understand the culture of a school and see daily life in action.

However, recent developments in artificial intelligence have changed how pupil images can be
used, shared and misused online. Schools now need to review how photography is published on
websites and social platforms.

This article outlines the risks and sets out clear, practical steps schools can take to reduce them,
based on current UK safeguarding guidance.

Why this matters now...

This article draws on guidance published by the UK Online Harms Early Warning Working Group for
education settings on protecting images from Al manipulation and misuse. This guidance reflects a
growing concern across the UK education sector and safeguarding community.

Safeguarding is the priority

Schools already have a clear duty to safeguard pupils, and that responsibility now extends to the
use of images online. As Al tools become more accessible, publicly available photographs can be
reused or altered in ways that were not possible a few years ago.

A more deliberate approach to school photography is now part of good safeguarding practice, not
just a communications decision.

Continuing to celebrate school life

Photography still plays an important role in showcasing school life, achievements and culture. The
aim is not to remove photography, but to be more considered about how images are captured and
published. With the right approach, schools can continue to present themselves effectively while
reducing unnecessary risk.

Building trust with parents and carers

Parents expect schools to take a careful and responsible approach to how pupil images are shared.
The way photography is handled on your website and social channels forms part of that trust.

Reviewing how images are used, and making changes where needed, shows that safeguarding and
privacy are being handled carefully.

Expectation around compliance

Images of identifiable pupils are classed as personal data, which means schools need to meet UK
GDPR requirements and wider safeguarding expectations. Schools should be confident that their
photography practices reflect current expectations around consent, storage and publication.

For most schooals, this is not about introducing entirely new processes, but about reviewing and
updating what is already in place.

Full guidance can be found here: saferinternet.org.uk/education-images
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Schools do not need to stop celebrating pupils online. They need
to adapt how images are used to reflect changing risks.

A balanced approach is essential

The Working Group has encouraged schools to think more carefully about how pupil photographs
are used online, particularly where:

+ Pupils are clearly identifiable

- Names or school identifiers, such as year groups, accompany photographs
- Pupil Images online are high resolution

- Pupilimages are publicly accessible without any restrictions

One of the biggest challenges for schools is balancing safeguarding responsibilities with the very real
benefits of showcasing school life. Parents expect to see vibrant, authentic school communities online.

The answer is not to remove every image from a school website. Instead, schools should focus on
adopting a more strategic and risk-aware approach to imagery. In many cases, simple changes can
reduce risk without losing impact while still allowing schools to maintain strong visual storytelling.

In light of these recent concerns, we are encouraging schools and trusts to review several
key areas related to online pupil photography.

1. Audit existing content

Schedule termly or biannual reviews of all pupil imagery on websites, social media and
downloadable materials. Reduce the use of individually identifiable pupil images, face-on group
shots with detailed captions, and images that pair names with faces or include location identifiers.
A name next to a face in school uniform on a publicly indexed page is the highest-risk combination
the guidance seeks to address.

Replace images of pupils who have left the school. The guidance specifically recommends replacing
images of children and young people who are no longer members of the school community -
particularly on high-visibility pages where the same image may remain publicly accessible for
several years.

2. Update consent processes

Consent forms should clearly explain where images may appear and how long they remain online.

Where appropriate, schools should also acknowledge the wider risks of image reuse and Al
manipulation. Key considerations:

- Review and refresh consent regularly

+ Provide clear opt-out options

- Ensure staff understand how consent applies in practice
* Avoid retaining images longer than necessary
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3. Rethink social media

Social media creates wider exposure than a school website. Content can be shared beyond your
control. Apply privacy settings across all social platforms used by the school, and consider whether
parent-facing content belongs in a closed channel rather than a public feed.

Schools can:

- Limit identifiable pupil imagery on public channels
+ Review privacy settings across all platforms
- Consider whether certain content should be shared in closed or parent-only environments

Where images are shared without consent, schools should request removal as soon as possible.

4. Stripping image EXIF metadata

EXIF metadata includes hidden information such as GPS location, timestamps and device details. This
data can expose patterns or routines if left embedded in images. Responsibility for stripping EXIF
data normally falls to the school. Ask your website administrator whether your platform does this
automatically. If not, request it be enabled or make it part of your standard pre-upload process.

How to remove EXIF data

- Windows: Right-click = Properties = Details = Remove Properties and Personal Information
create a cleaned copy. Upload the copy, not the original.

+ Mac: Open in Preview = Tools = Show Inspector = remove GPS data.
Or export via an image optimisation tool.

+ Free tools: ExifTool (cross-platform), ImageOptim (Mac), Squoosh (browser-based).
The UK Online Harms Early Warning Working Group has also published a dedicated EXIF removal
guide for schools at saferinternet.org.uk/education-images.
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5. Photography best practice

The best time to address image safety is before you pick up the camera. Schools can still create
strong content using wider-angle photography, over-the-shoulder shots, activity-focused classroom
imagery, and event photography without individual identification.

Shoot day checklist

- Turn off GPS and location services on any camera or device.

- OniPhone: Settings = Privacy = Location Services = Camera = Never
+ On Android: Camera = Settings = Location tags —=> Off

- On Cameras: check the manual for your model's GPS disable option.

Upload at web-appropriate resolution. Full-size originals are unnecessary and make downloaded
files more useful for misuse. Use web-optimised images and never upload camera originals directly.

Brief your photographers on the school's approach to identifiability, naming, Exif data and
composition requirements before the session begins, e.g., over-the-shoulder shots, distance
photography, wider group scenes, and activity-focused framing, which helps produce lower-risk
imagery without sacrificing authenticity.
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6. Technical protections — what to ask your website agency

Technical measures can help reduce casual or opportunistic misuse of images. These measures
reduce risk but do not prevent misuse.

A simple starting point is to speak to your website provider about:

- Disabling right-click image saving - preventing users from right-clicking and selecting “Save image”
+ Appling a blurred image overlay upon command - making screen-shots harder to download
+ Removing Exif data upon upload - automatically stripping Exif data upon image upload
- Serving lower-resolution images upon upload - reducing the quality of any downloaded file
- Password-protecting pages and galleries - more appropriate than public pages for
sensitive photography

Some of the measures listed above may require changes to your website core code and could
incur a small development charge. We recommend checking with your website provider first to
confirm what is already available and whether any additional costs would apply if implemented.

A Realistic Note

These measures reduce risk, but do not prevent misuse entirely. Someone determined enough will
find a workaround - e.g. right-click protection does not prevent a screenshot. But together they
raise a meaningful barrier against casual or opportunistic misuse.

7. Embed image security into staff training

Image security should be part of everyday safeguarding, communications and IT processes. Anyone
responsible for taking, uploading or approving images should understand how images are handled
in line with the school policies.

Before publishing any image, staff should ultimately check:

- Is the pupil clearly identifiable?

* Is a name included alongside the image?

- Has consent been confirmed?

* Has metadata been removed?

- Are there pupil in this image who have since left the school?
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8. Al-assisted image protection and facial anonymisation

Schools and creative agencies are now exploring more advanced approaches to protecting pupil
identity. One emerging solution is the use of subtle and ethical Al-assisted facial anonymisation
techniques. This new method of image regeneration enables schools to retain the authenticity and
impact of professional photography, while reducing the identifiability of individual pupils online.
Using advanced ethical image processing tools, you can now subtly adjust or reconstruct facial
features within selected images in a way that:

- Preserves the natural look and feel of the photograph

- Maintains school uniforms, environments and branding

+ Reflects real school activity and environment

+ Reduces any individual pupil's being identifiable or repurposed within Al-generated content
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If considering this approach

Not all Al image tools are appropriate for use with school photography. Schools should satisfy
themselves that any provider or tool used meets the following standards before proceeding.

Only use commercially licensed, privacy-controlled platforms such as Adobe Firefly and Open Al
Enterprise. Consumer Al tools and open-training systems - where uploaded images can contribute
to public model training datasets - must never be used with school photography. The Al platform
used must explicitly prevent utilised images from being used for Al training purposes.

- Al tools should support the work of an experienced creative professional - not replace them

-+ Any image produced using Al assistance should be art directed, reviewed and approved before it
is published

- Written school and parental consent is required before any imagery is processed. No Al-assisted
adaptation should take place without a signed agreement confirming consent, the scope of the
work, and the data-handling arrangements

- All adapted imagery must be identified as Al-enhanced photography and outlined within your
website policy document and must not be presented as unedited photography in any statutory
or Ofsted-facing communication

What to do if images are misused

Al image manipulation is advancing quickly, and guidance for schools will continue to evolve. For now,
the priority is having a clear understanding of the risks and taking sensible steps to manage them.

Schools still need to present themselves well, and photography remains one of the most effective
ways to do that. What has changed is the level of care needed in how images are selected,
prepared and shared online.

Schools that take the time to review their approach and make considered adjustments will be in a
much stronger position than those who either overreact or ignore the issue.

Contain, report and support

- Remove affected images from websites and social media

- Retain evidence securely

- Notify the Designated Safeguarding Leads and report misuse to the relevant authorities
+ Record and assess the impact

- If blackmail is involved, do not engage and report the issue to the police

Helpful resources

UK Online Harms Early Warning Working Group

Full guidance, EXIF removal guide and risk assessment template for schools.
Professionals Online Safety Helpline

Support for professionals working with children on online safety issues.
Take It Down (NCMEC)

Image takedown service including Al-generated content.

Stop It Now helpline
Support for professionals, parents and carers concerned about online safety.

NSPCC — Photographing and filming children
Guidance on the safe use of imagery involving children in educational settings.

SWGfL — Online Safety Policy template
Template for creating an online safety policy for your school.

Stop NCII
Removal support for non-consensual intimate images of over-18s.

Marie Collins Foundation
Resources for children harmed by technology-assisted sexual abuse.
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How can Cleverbox support you?

If you are a Cleverbox client and depending on your CMS version, we are able to
implement a range of deterrent measures to help reduce the risk of image harvesting and
Al scraping online, including:

EXIF metadata removal

We can remove EXIF metadata from all new images uploaded to your website free of charge.
Please note that this process applies only to images uploaded from this point forward and will not
automatically affect images already published on your site.

As part of our ongoing guidance on online safety and image security, we recommend that schools
review their existing website photography. As highlighted in our recent article, many historical
images may still contain embedded EXIF metadata.

Right-Click protection

To help deter the downloading and copying of images, we can implement right-click protection
across your website. This requires a small update to the website codebase.

Screenshot protection (blur overlay)

We can implement a Gaussian blur overlay effect that activates during screen capture attempts
on desktop computers, helping to reduce the usability of screenshots and image harvesting. This
requires a small update to the website codebase.

Al image replacement service

Our Cleverbox design team can now use Al Regeneration software to ethically replace and update
images online. If you already have photography on your website that you are concerned about, our
Al image replacement service can replace identifiable students in the foreground of existing images
while keeping your school environment and uniforms intact.

Safeguarding photography service

We can also offer a professional photography session designed with student safeguarding in mind,
especially for website images. Our photographers can capture your school environment, facilities
and teaching spaces while adopting photography styles that minimise the use of identifiable pupil
imagery.

Drone filming

Professional aerial imagery provides an excellent way to showcase your school, facilities, and
grounds. As these images do not typically feature identifiable pupils, they offer a highly effective
option for website landing pages.

If you are interested in any of the above services,
please contact us team@cleverbox.co.uk or call on 02084667222,
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