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Safeguarding & Compliance Checklist

A This checklist supports school leaders, designated safeguarding leads (DSLs), communications 

staff and website managers in reviewing how pupil photographs are managed, published and 
protected online. Work through each section and use the checkboxes to record your school’s 
current position.

1. Consent & Transparency

  Parental consent for use of pupil images is up to date

  Consent forms clearly explain where images may appear (website, social media, print, press)

  Consent forms explain how long images may remain online and in use

  The retention period for images is clearly communicated to parents

  A clear, accessible process exists for parents to withdraw consent at any time

  Consent records are reviewed and refreshed annually

  Where AI image processing is used, parents are informed and consent covers this use

  Consent covers the use of AI-adapted or AI-enhanced photography where applicable

2. Governance & Approval

  A clear approval process is in place before any pupil images are published online

  Staff know who is responsible for approving images before publication

  No pupil names appear alongside identifiable photographs on the website or social media

  Captions such as ‘Year 7 student’ are used rather than full names next to photographs

   Staff are made aware that a student name accompanied with a face and school uniform  
on a publicly indexed page is the highest-risk combination

   All AI-enhanced imagery is identified within the website’s policy documentation  
indicating what specific images have been adapted.

   AI-adapted images are not presented as unedited photography in any statutory or  
Ofsted-facing communication

3. Reviewing Existing Content

  Older images on the school website have been reviewed for safeguarding risk

  Images of pupils who have since left the school have been identified and removed or replaced

   High-visibility pages (homepage, about us, news, key stage pages) have  
been specifically reviewed

  Social media accounts have been audited for identifiable pupil imagery

  Outdated or unnecessary images are removed promptly when identified

  Formal image audits are carried out at least annually (termly is best practice)

  Downloadable materials (prospectus, newsletters) have been checked for identifiable imagery

  A log is maintained of images reviewed, replaced or removed
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4. Image Security & Technical Controls

   Images are checked for EXIF metadata before publication and location (GPS),  
device and timestamp metadata is removed from all images before upload

   All existing website images have been audited for EXIF metadata and any affected images  
have been re-uploaded as cleaned copies

  Homepage banners and high-resolution areas use carefully selected, lower-risk images

   Right-click image saving is disabled across the school website  
(deterrent measure not guaranteed)

   Screenshot blur protection is in place to reduce usability of screen-captured images  
(deterrent measure not guaranteed)

  Password protection is applied to sensitive galleries or parent-facing content where appropriate

    Sensitive documents and files are password-protected at the file level before being  
uploaded to the website, and passwords are distributed accordingly

  The website agency has confirmed whether EXIF stripping is applied automatically on upload

5. Storage & Access

  Access to school image libraries is restricted to authorised staff only

  Images are stored in a secure, access-controlled system

  Images are not stored on personal devices (usb, portable hardrives or mobile devices)

  Retention and deletion policies for images have been implemented

  Images supplied to third parties (website agencies, designers) are transferred securely

  Third parties handling school images have appropriate data processing agreements in place

  Images are deleted from third-party systems on project completion — if requested

6. Safeguarding Awareness

   Staff responsible for taking, uploading or approving images have received  
relevant safeguarding training

  Staff understand the safeguarding risks of publishing identifiable pupil images online

  Staff know to avoid the highest-risk combination: identifiable face + full name + school name

  Staff understand the risks of EXIF metadata and how to view it and remove it

  Staff are briefed on the school’s approach before professional photography sessions

   Photographers (internal and external) are briefed on identifiability, GPS, and composition 
requirements (removal of EXIF data at source)

  Staff are aware of guidance from the UK Online Harms Early Warning Working Group

7. Incident Response

  A formal process is in place for dealing with image misuse, scraping or manipulation

  Staff know who to report safeguarding concerns about images to

  A clear escalation route exists involving the DSL and senior leaders

  Evidence of image misuse is retained securely before removal

  The impact of any image misuse incident is assessed and recorded

  Staff are aware that blackmail should be reported to police and not engaged with directly
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8. Social Media (if applicable)

  Privacy settings have been reviewed and applied across all school social media accounts

  Identifiable pupil imagery on public social channels is limited

  Consideration has been given to whether parent-facing content should be in a closed channel

  A process exists to request removal of images shared without appropriate consent

  Staff managing social media understand the school’s image policy

9. Ethical Use of AI (if applicable)

   Consumer AI tools (ChatGPT, Gemini, Claude, Grok) are not used with school  
photography under any circumstances

   Only commercially licensed, privacy-controlled platforms are used  
(e.g. Adobe Firefly, OpenAI Enterprise)

  The AI platform used explicitly prevents school images from being used for model training

  Every AI-processed image is reviewed and approved by the school

  Written school consent is provided before any AI-assisted image adaptation takes place

   A signed agreement covering consent, scope and data-handling is in place before  
third party AI processing commences

  Parents are informed if pupil images may be digitally altered using AI

  AI tool use is disclosed appropriately in the school’s website policy documentation and is online

  AI image processing is used only for safeguarding purposes

10. Pre-Publication Image Checklist

  Before publishing any image of a pupil, confirm all of the following:

  Is consent confirmed for this pupil and for this specific use?

  Is the pupil clearly identifiable in the image?

  Does any caption, filename or surrounding content include the pupil’s name?

  Has EXIF metadata (including GPS location) been removed from this image?

  Is the image web-optimised — not a full-resolution camera original?

  Is the pupil still a current member of the school community?

  Has this image been reviewed and approved by the designated responsible person?

  If AI-processed: has the adaptation been reviewed and approved before publication?

Helpful resources

UK Online Harms Early Warning Working Group - www.saferinternet.org.uk/education-images

NSPCC: Photographing and filming children - www.nspcc.org.uk

SWGfL: Online Safety Policy template - www.swgfl.org.uk

ICO: UK GDPR guidance for schools - www.ico.org.uk

For compliance documentation, AI image replacement pricing, and our image protection 

services call:  020 8466 7222 | team@cleverbox.co.uk | www.cleverbox.co.uk

https://saferinternet.org.uk/guide-and-resource/image-guidance-for-education-settings
https://www.nspcc.org.uk/
https://swgfl.org.uk/
https://ico.org.uk/
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